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Customer contacts 
Wärtsilä via existing 
channels, Wärtsilä 
contacts PSIRT

Incident reporting
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Preparing the environment to 
support effective incident 
response by enabling the 
collection of forensics data

Preparation
Defining incident validity from related data 
(e.g. logs and error messages)

Not valid

Valid

Identification

Finding the incident’s root cause 
and removing the malware (e.g. by 
patching, hardening, other controls) 
to prevent the incident to reoccur

Eradication
(PSIRT in co-operation with 
product lines and customer)

Implementing controls (e.g. 
patching) at affected site and 
bringing systems back online

Recovery

Limiting the damage and isolating 
systems to prevent further damage 
(e.g. isolating the infected system 
components)

Containment

A
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Security operations 
centre (SOC) 
contacts PSIRT

PSIRT
SOC

Completion of the 
incident documentation 
for continuous 
improvement

Lessons
learned
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PSIRT benefits

Detects threats before they turn to incidents or damages

Detects and resolves incidents and keeps business ongoing without interruptions

Offers incident response service to support incident handling

Addresses security vulnerabilities and proposes mitigating actions

Wärtsilä product security incident 
response team (PSIRT) process
Providing vulnerability advisory and incident response


